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Requirements for Data Breach Notifications

              

                
                          The Data Breach Notification Law requires businesses and others that own or license personal information of residents of Massachusetts to notify the Office of Consumer Affairs and Business Regulation and the Office of Attorney General when they know or have reason to know of a breach of security. They must also provide notice if they know or have reason to know that the personal information of a Massachusetts resident was acquired or used by an unauthorized person, or used for an unauthorized purpose. In addition to providing notice to government agencies, you must also notify the consumers whose information is at risk. 
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What is a data breach?
  


  
    
            
      
  
    
              A data breach is the unauthorized acquisition or use of sensitive personal information that creates a substantial risk of identity theft or fraud.


Data breaches can be the result of criminal cyber-activity, such as hacking or ransomware, or because of employee error, such as emailing information to the wrong person.


  
        


  
  
        

  

  


      
        







What is personal information?
  


  
    
            
      
  
    
              The law defines personal information as a resident's first name and last name or first initial and last name in combination with any 1 or more of the following data elements that relate to such resident:


	(a) Social Security number;
	(b) driver's license number or state-issued identification card number; or
	(c) financial account number, or credit or debit card number, with or without any required security code, access code, personal identification number or password, that would permit access to a resident's financial account.

Personal information does not include information that can be legally obtained from publicly available sources, such as addresses or birthdays.  


  
        


  
  
        

  

  


      
        







When does my business need to report a data breach?
  


  
    
            
      
  
    
              Within a reasonable amount of time after either the discovery of a breach or knowledge that personal information was obtained, the business or entity that was breached must notify both the Office of Consumer Affairs and Business Regulation and the Attorney General’s Office of the breach.


The notification must include:


	A detailed description of the nature and circumstances of the breach of security or unauthorized acquisition or use of personal information;
	The number of Massachusetts residents affected as of the time of notification;
	The steps already taken relative to the incident;
	Any steps intended to be taken relative to the incident subsequent to notification; and
	Information regarding whether law enforcement is engaged investigating the incident.

It is important to understand that some breaches are a result of a breach from a third-party vendor or other entity. For example: In addition to the regular reporting requirements, the law also requires financial institutions to report when a debit or credit card they issue is compromised. This means a breach may have occurred at a retailer but if the consumer used their bank issued card, the financial institution reports the breach as well.
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          Report a data breach to the Attorney General's Office
      
            

  


        

      
      
    

    
          
        Open PDF file, 700.15 KB, 
          Frequently Asked Questions Regarding Data Breach Notifications and Changes to the Data Breach Notification Law, M.G.L. Chapter 93H.
      
              (English, PDF 700.15 KB)
            

    




      

  



      
        







The Comprehensive Written Information Security Program (WISP) 
  


  
    
            
      
  
    
              Every person that owns or licenses personal information about a resident of the Commonwealth must develop, implement, and maintain a comprehensive information security program.


After a breach, it’s critical that the business that experienced the breach develop or review their risk-based written information security program that takes into account their business’ size, nature of their business, amount of resources, the type of records it maintains, and the need for security. A risk-based approach is especially important to small businesses that may not handle a lot of personal information about customers. 


Organizations that experience a breach must report whether they have a WISP to the Office of Consumer Affairs and Business Regulation and the Attorney General's Office. 
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          201 CMR 17.00 COMPLIANCE CHECKLIST
      
              (English, PDF 271.29 KB)
            

    



  

      
      
    

    
          
        Open PDF file, 222.63 KB, 
          Frequently Asked Questions Regarding 201 CMR 17.00
      
              (English, PDF 222.63 KB)
            

    




      

  



      
        







Notification letter to MA consumers
  


  
    
            
      
  
    
              Once an organization is aware of the data breach it should begin notifying affected consumers, even if the total number of residents affected has not yet been determined. The notices should be sent or updated on a rolling and continuous basis. 


In accordance with MA law, the notification to affected Massachusetts residents must be posted on the Office of Consumer Affairs and Business Regulation's website. 




The notice to affected consumer should:


Include


	Consumer's right to obtain a police report
	Information on how to request a security freeze at no charge 
	Information needed to request a security freeze 
	Information on complimentary credit monitoring services
	Name of the parent organization and subsidiary organizations affected

NOT include


	The nature of the breach or unauthorized acquisition or use 
	The number of Massachusetts residents affected by the security breach or the unauthorized access or use 
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      Call Office of Consumer Affairs and Business Regulation, Consumer hotline at (617) 973-8787
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      501 Boylston St, Suite 5100, Boston, MA 02116
    

          
                        
  Directions 
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Contact

      
  
                  
  



                  

      Office of Consumer Affairs and Business Regulation
  

              
            
        
                                  
          
    
      Phone
    

                        
    

      Consumer hotline
  
        
      Call Office of Consumer Affairs and Business Regulation, Consumer hotline at (617) 973-8787

   


  Open M-F  9:00am-4:30pm.

      

                                  
          
    
      Address
    

                        
    

  
        
      501 Boylston St, Suite 5100, Boston, MA 02116
    

          
                        
  Directions 

      

    
  


      

                            

      

      
      
                  

          







Related
  

  
  
  
              	
                              
  201 CMR 17.00: Standards for the protection of personal information of residents of the Commonwealth 

                          


      

  
  			
		
	


	
		  
  
  

  

  
    

  Help Us Improve Mass.gov  with your feedback

    
    
      
        Did you find what you were looking for on this webpage?
      

                  
     
                  
                    

  
  Yes

        

              
                    

  
  No

        

                



    


    
      
        
          If you have any suggestions for the website, please let us know.
        

        
          How can we improve the page? *
        

                
                    
  
          Please do not include personal or contact information.
        
      You will not get a response
            
    
      
  
    
      
    
    
      
    
    
            The feedback will only be used for improving the website. If you need assistance, please contact the Office of Consumer Affairs and Business Regulation. Please limit your input to 500 characters. 
    

  



        

        
                
                    
                      Please remove any contact information or personal data from your feedback.

                                If you need assistance, please contact the Office of Consumer Affairs and Business Regulation.

                  

        
                    
  Please let us know how we can improve this page.

                      Please remove any contact information or personal data from your feedback.

                                If you need assistance, please contact the Office of Consumer Affairs and Business Regulation.

                  

      

    


    
      
    


          
          
          
          
          
          
          
          
          
          
          
      

    
          Thank you for your website feedback! We will use this information to improve this page.
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                  All Topics

                  Site Policies

                  Public Records Requests

              
      
        © 2024 Commonwealth of Massachusetts.

        Mass.gov® is a registered service mark of the Commonwealth of Massachusetts.
        Mass.gov Privacy Policy
      

    

  



  
  Feedback



  


    


        
    





  